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— On-the-Fly MPC [LTV12]
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Server Clients

- Dynamically joining parties.

- Computation outsourced to untrusted but powerful server.
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Background

Motivation =PrL

— Homomorphic Encryption (HE) is a good candidate...
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Figure: Use cases of HE [Int].
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— Formalism
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Contribution =PrL

— Formalism

- New game-based notions for (Multi-Key, Threshold, Multi-Group) HE in
multi-party setting.

- UC functionality for HE in multi-party setting.

— Construction

- UC-secure MPC via verifiable multi-group HE.
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Confidentiality with MGHE
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Multi-Group HE (MGHE) =PrL

# Group 1

Ak }

€1 4 Enc(jpk;,m1)
— T

(clw- .. 7Ck)
- T

¢ « Eval(f, (ipkj, ;) je))

“Group k

&(Pk,sk)
Server ci ¢ Enc(ipk, mi) ii

Lok Gk,

Client Groups

— Hybrid approach between Threshold HE and Multi-Key HE
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Multi-Group HE (MGHE) =PrL
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Client Groups

— Hybrid approach between Threshold HE and Multi-Key HE

- Fewer public keys = better scalability
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Confidentiality with MGHE

Multi-Group HE (MGHE) [KLSW24]

Server
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Client Groups

— Hybrid approach between Threshold HE and Multi-Key HE

- Fewer public keys = better scalability

- Allow for dynamically joining parties = better flexibility
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Confidentiality with MGHE

Multi-Group HE =PrL

7 < DistDec({ski},_,¢)

d + PDec(sk, ¢)

m < Combine(¢é, {d7}1gi)

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025

18/102



Confidentiality with Multi-Group HE =PrL

ITmcHE
OKRK > FMGHE

if MGHE satisfies

IND-CPAPP
A {IND, SIM}-CIRC
A SIM-PDEC
A Decryption Consistency (DC)
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Client Side: IND-CPAPP Security cPrL

IND-CPA
For PKE
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Confidentiality with MGHE

Client Side: IND-CPAPP Security
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Confidentiality with MGHE
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Client Side: IND-CPAPP Security cPrL
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Client Side: IND-CPAPP Security cPrL
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Client Side: IND-CPAPP Security cPrL
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Client Side: IND-CPAPP Security cPrL
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Client Side: IND-CPAPP Security cPrL
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Client Side: IND-CPAPP Security cPrL

) - (ipk;mo, m1)

pp  PGen(1*,1%) ey < Enc(ipk;, my) ‘ OEnc

IND-GP AP ) (i)
Gyche {PkiYicp), {skitier, ¢ < Enc(ipk;,m; ) ‘ Ogner

L. I A (. 150)
b & 01} {ipk;  KJoin((pki, ski)icz;)}jels] & Eval(f, (Tl ok, Tl ics; o) ‘ Okval

W
!

{d, Procisk Tl hers | ODec

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 29/102



Confidentiality with MGHE

Client Side: IND-CPAPP Security
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Server Side: Circuit Privacy =Pr-L

— Usually formalized using Simulation [IP07, Gen09, BdAPMW16].
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Server Side: Circuit Privacy =Pr-L

— Usually formalized using Simulation [IP07, Gen09, BAPMW16].

Simciw((jpkl/ , rjpké)rf(mlr .- -rmé))

S

~
~

¢ <= MGHE.Eval(f, (jpk;, ¢;)je(s])
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Server Side: Circuit Privacy =Pr-L

— Usually formalized using Simulation [IP07, Gen09, BAPMW16].

Simcirc((jpkll cee /jpké)/f(mll o /mé))

S

~
~

¢+ I\/IGHE.Eval(f, (jpk]-,Cj)je[g])

— Stronger security with statistical indistinguishability.
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Server Side: Circuit Privacy =Pr-L

— Not suitable for schemes with approximate evaluation like [CKKS17].

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 34 /102



Server Side: Circuit Privacy =Pr-L

— Not suitable for schemes with approximate evaluation like [CKKS17].

il + ¢ < MGHE.Dec(¢)
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Server Side: Circuit Privacy =Pr-L

— Variant of IND-CIRC security [KS23] in multi-group setting.

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 36 /102



Confidentiality with MGHE

Server Side: Circuit Privacy

=PrL

— Variant of IND-CIRC security [KS23] in multi-group setting.
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Server Side: Circuit Privacy =Pr-L

— Variant of IND-CIRC security [KS23] in multi-group setting.
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— Challenge with (fo, Lo, f1,L1) instead s.t.

fol{m;j}ier,) = fil{m;}jer,)
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Confidentiality with MGHE

Server Side: Circuit Privacy =PrL

— Variant of IND-CIRC security [KS23] in multi-group setting.
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Threshold Security: SIM-PDEC Security =PrL

— Simulatability of partial decryption
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Threshold Security: SIM-PDEC Security =PrL

— Simulatability of partial decryption

Simy, (¢, m, {sk; tier,)
S

~
~

d <~ MGHE.PDec(skj,c),j & 14
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Threshold Security: SIM-PDEC Security =PrL

— Simulatability of partial decryption

Simth(c, m, {Ski}ieIA)
S

~
~

d MGHE.PDec(sk]-, c),j &I

— Security of secret key sk; of honest client i.e., j & I4
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Threshold Security: Decryption Consistency =PrL

— In a (t,n)-threshold structure, message is reconstructed correctly as
long as sufficient partial decryptions have been obtained.
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Threshold Security: Decryption Consistency =PrL

— In a (t,n)-threshold structure, message is reconstructed correctly as
long as sufficient partial decryptions have been obtained.

S
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Threshold Security: Decryption Consistency =PrL

— In a (t,n)-threshold structure, message is reconstructed correctly as
long as sufficient partial decryptions have been obtained.

S
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¢ Bl (T ik T isie) | OFval

Jn
e foenle

{ipk; « KJoin((pki ski)icr,)}ielk

1
(e {didiernt,) {d; + Ppec(ski, T[1). ) bierr Opec

Fe]

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 45 /102



Threshold Security: Decryption Consistency =PrL

— In a (t,n)-threshold structure, message is reconstructed correctly as
long as sufficient partial decryptions have been obtained.

pp  PGen(1*,17) (i)

¢ Enc(jpky, m; w) ‘ Oknc
GDC (L, {yitier,)

MGHE (kb {kidiere A VL)

o ¢ Bl (T ok T o) | OFval
{ipk; + KJoin((pk;, ski)icr)} jcli 1
(e, {di}iernr,) {d; + PDec(ski, T[l]. ) }ieT.r @
-
- A wins if

m # Combine(c, {d;}icp 1, U {diierns,)
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UC: Global Key Registry Gkrk

=PrL

— Global subroutine for key management taken from [BCNPO04].

(RetParam,sid)

(RegParam, sid)
Pei (RegKey, sid, pp)
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UC: Global Key Registry Gkrk =PrL

— Global subroutine for key management taken from [BCNPO4].
— “Virtual entity” Py for a group grp = {cliy, clip, ..., cli,}.

(RegParam, sid) (RetParam, sid)
PCIi (RegKey, sid, pp) (param, sid, pp)
Ppid

gKRK (RetKey, pid’, sid)

key, pid’, sid, (pk,5k)
Pgrp (key, p (pk,5K))
[ N
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UC: Global Key Registry Gkrk

=PrL

— Global subroutine for key management taken from [BCNPO4].

— “Virtual entity” Py for a group grp = {cliy, clip, ..., cli,}.

— Key aggregation for groups (equivalent to Fypc).

R

(RetParam, sid)

(RegParam, sid)
Pei (RegKey, sid, pp)

(param, sid, pp)

GKRK

(RetKey, pid’, sid)

(key, pid’, sid, (pk,sk))

rP (JoinKey, grp, sid)
erp
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UC: Ideal Functionality FucHe =PrL

(Encrypt,sid, jpk, m)

(ct, sid, c)

Pcli
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UC: Ideal Functionality FucHe

(Encrypt, sid, jpk, m)

(ct, sid, c)

P
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=PrL
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UC: Ideal Functionality FucHe

(Encrypt, sid, jpk, m)

(ct, sid, c)

(share, cli, sid, )

Pcli

(sh,sid, ¢,d)
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UC: Ideal Functionality FucHe

Pii

ganyuan.cao@epfl.ch (EPFL)

(Encrypt, sid, jpk, m)

(ct,sid, c)

(Share, cli, sid, ¢)

(Evaluate,sid, £, (jpk, ¢;);ci)

=PrL

(sh,sid, ¢, d)

FMGHE

(Combine, grp, sid, ¢, {d; }icgr')

(ct,sid, &)

PSI’V

(pt, grp,sid, ¢, m)

(e;m)| d| (eidjelg, M) &

s ]
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o mrpr-
Realization of FygHe =PrL

Imgue UC-realizes Fyucue against a semi-malicious adversary in
presence of Gkrk if MGHE satisfies decryption consistency (DC),
is IND-CPAPP, IND-CIRC (SIM-CIRC), and SIM-PDEC secure
under the static corruption of clients in a group up to the threshold
and possibly the server.
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Realization of FygHe =PrL

Both server and clients are corrupted.

IND-CPAPP

T

9KRK 19KRK 39KRK GKRK
‘ REALHMGHEr»ArZ ‘ HYB [lyce 4.2 ‘ HYB lyge 4,2 ‘ IDEAL]:MGHErS;Z
DC SIM-PDEC
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Realization of FygHe =PrL

Only clients are corrupted.

IND-CPAPP
GKRK 19KRK iy 725»;; S 39KRK GKRK
‘ REALHMGHErArZ ‘ HYB 1y ge.4,2 HYB TycHe A Z | ‘ HYB T Tyge 4.2 ‘ IDEAL]'-MGHErS/Z
DC {IND, SIM}-CIRC IND-CPAPP SIM-PDEC
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MPC with MGHE =PrL

— Three-phase protocol
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MPC with MGHE =PrL

— Three-phase protocol

- Data Uploading = MGHE.Enc(+)
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MPC with MGHE =PrL

— Three-phase protocol

- Data Uploading = MGHE.Enc(-)

- Circuit Evaluation = MGHE.Eval(-)
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MPC with MGHE =PrL

— Three-phase protocol

- Data Uploading = MGHE.Enc(-)
- Circuit Evaluation = MGHE.Eval(-)

- Result Retrieval == MGHE.PDec(-) then MGHE.Combine(-)
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Integrity via Verifiability =PrL

MGHE = MPC against semi-malicious adversary
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Integrity via Verifiability =PrL

MGHE = MPC against semi-malicious adversary

MGHE + zkSNARK = MPC against (full) malicious adversary
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7zkSNARK in the ROM =PrL

— UC-secure zkSNARK
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zkSNARK in ROM =PrL

— UC-secure zkSNARK

| | |
| | |
ZkSNARK ' [CF24] | [BFKT24] ' [GKO*23]
| | |
| | |
l l l
NIZK [Gro06] 1 [LR22] . [LR22]
l l l
| | |
CRS ' ROM ' ROM-AGM ' CRS-ROM
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7zkSNARK in the ROM =PrL

— UC-secure zkSNARK

| | |
| | |
ZkSNARK | [CF24] | [BFKT24] ' [GKO*23]
| | |
| | |
l l l
NIZK [Gro06] 1 [LR22] . [LR22]
l l l
| | |
CRS ' ROM ' ROM-AGM ' CRS-ROM
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7zkSNARK in the ROM =PrL
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7zkSNARK in the ROM =PrL

Succinctness: |1t < |w]
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Properties of zkSNARK =PrL

Completeness: Valid arguments must be accepted.

ORO < U()\)

V(x,w) € R, Pr 0 =1
7T <— Prvo RO (x, w)

veyOro (x, 1) =1
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Properties of zkSNARK =PrL

Zero-Knowledge: Arguments do not disclose information about witness.

ORO — U(/\) ORO — u(/\)

(x,w, aux) + ACro (x,w, aux) + ACR0
out o ~ < out o

7T 4 PrvURO (x, w) (71, pg) + Sim“RO (x)

out + AR (aux, 7 out + A%RoPel (aux, 17)
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Properties of zkSNARK =PrL

Simulation Soundness: Non-malleability of arguments.

x| <n
Pr | Ax & L(R)
AVEyORO(x, ) =1

ORO — U(A)

< l.
(x,71) A% (sim)| — " °
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MPC with MGHE + zkSNARK =PrL

MGHE 4+ zkSNARK = MPC against (full) malicious adversary
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Phase 1: Data Uploading =PrL

— Naor-Yung Double Encryption Paradigm.
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Phase 1: Data Uploading

— Naor-Yung Double Encryption Paradigm.

(Encrypt, (sid, 1), jpky, m; wi)

(ct, (sid, 1), ¢1)

73cIi
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Phase 1: Data Uploading

— Naor-Yung Double Encryption Paradigm.

(Encrypt, (sid, 1), jpky, m; wi)

(ct, (sid, 1), ¢1)

(Encrypt, (sid, 2), jpky, m; ws)

(ct, (sid, 2), ¢2)

Pcli
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Phase 1: Data Uploading =PrL

— Naor-Yung Double Encryption Paradigm.

T
(Encrypt, (sid, 1), jpky, m; w1)
(ct, (sid, 1), ¢1)
(Encrypt, (sid, 2), jpky, m; w) ]:MGHE
(ct, (sid, 2), c2)
Pcli

(Prove, sid, (jpky, jpky, c1, €2), (M, w1, w2)

. Ryy
(pf,sid, 7) F ASNARK
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On-the-Fly MPC

— Naor-Yung Double Encryption Paradigm.

(Encrypt, (sid, 1), jpky, m; wq)
(ct, (sid, 1), ¢1)
(Encrypt, (sid, 2), jpky, m; wa)
(ct, (sid, 2), ca)

FMGHE

Pcli

(Prove,sid, (jpky, jpks, c1, €2), (M, w1, wa)
. Rny
(pt, sid, ) F ASNARK

¢1 = MGHE.Enc(jpkq, m; wq)

Jpky,c1,
Rny = . ,(m,wy,w2) | | A
kaZ/ (] .
¢ = MGHE.Enc(jpky, m1; w»)

March 31, 2025 76 /102
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Phase 1: Data Uploading =PrL

— CCAl-secure HE as in [LMSV12, BSW12, CRRV17].
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Phase 1: Data Uploading =PrL

— CCAl-secure HE as in [LMSV12, BSW12, CRRV17].

- Tampering with ¢y or ¢ = Verification fails.
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Phase 1: Data Uploading =PrL

— CCA1l-secure HE as in [LMSV12, BSW12, CRRV17].
- Tampering cq or ¢ = Verification fails.

- Must know m to generate valid ciphertext tuple.
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Phase 1: Data Uploading =PrL

Naor-Yung + Simulation Soundness
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Phase 1: Data Uploading

Naor-Yung + Simulation Soundness
or

One-Pass 4+ Simulation Extractability
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Phase 1: Data Uploading =PrL

Naor-Yung + Simulation Soundness
or

One-Pass 4+ Simulation Extractability

Rny = {(pk,c), (m,w)) ¢ = MGHE.Enc(jpk, m;w)}

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 82 /102



Phase 2: Circuit Evaluation =PrL

S (Verify,-,-)
{Rny,Reval}
(v£,-,0) F ASNARK

PS rv
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On-the-Fly MPC

Phase 2: Circuit Evaluation

=PrL

s a (Verify,,-,")
{Rny,Reval}
(v£,-,b) F A SNARK
(Evaluate, (sid, 1), £, (ipkj 1, ¢j,1) jeje]; 01)
(ct, (sid, 1), é1)
Psrv (Evaluate, (sid, 2), f, (ipk; 2, ¢j2) jefg; o2) FMGHE
(ct, (sid, 2), &)
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Phase 2: Circuit Evaluation =PrL

(Verify,,-,-)

{Bny,Reval}
(vi,-,b) F KSNARK

(Evaluate, (sid, 1), f, (ipkj1; €j1) jelg; 01) ( \
(ct, (sid, 1), é1)

Psrv (Evaluate, (sid, 2), f, (ipk;2, ¢j2) jejs); 02) FMGHE
(ct, (sid, 2), &)
.
(Prove, sid, (€1, &2, (K s Cju) jeftlue1,2)), (f501,02))
fREval
(pf, sid, , ) zkSNARK
N~/ . —/
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Phase 2: Circuit Evaluation =PrL

&1, (ipkj1, ¢i1)ief
<< M U S
&2, (ipkj2, €j2)jel
R = N .
Eval 0= MGHE.Eval(f, (kaj,lrcj,l)je[[];gl)
A
¢, = MGHE.Eval(f, (jpkj/z,c]'/z)jg[[];(fz)
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Phase 3: Result Retrieval - Partial Decryption =PrL

Y
(Verify,-,-,)
Real
(v£,-,b) F kSNARK
Pcli
-/
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Phase 3: Result Retrieval - Partial Decryption =PrL

Y
(Verify,--,")
Reval
(v£,-,b) F A SNARK
(Share, cli, (sid, 1), &) / N\
(sh, cli, (sid, 1), &1, d1)
Pai (Share, cli, (sid, 2), &) FMGHE
(sh, cli, (sid, 2), é, d2)
.
-/

ganyuan.cao@epfl.ch (EPFL) UC for Verifiable Multi-Group HE March 31, 2025 88 /102



Phase 3: Result Retrieval - Partial Decryption =PrL

(Verify,,-,)
Reval
(v£,-,b) F ASNARK
(Share, cli, (sid, 1), &) / \
(sh, cli, (sid, 1), é1,d1)
Pc" (Share, cli, (sid, 2), &) -FMGHE

(sh, cly (sid, 2), &, dy)

(Prove, sid, (é1, d1, &, d), (sk1, Sk, 71,72, 1, 72))

. Rp,
(pt, sid, ) F ASNARK

) . ) Vu e {1,2} :
, ,c1,d1, SK1,71,
Rpec — <PP1 Pkl 1 d1 ) ) ( kl e 'Il) d, = MGHE.PDec(sky, ¢y; 1u)
ppy, pky, €2, do SK2, 72,12
n A pk, = PKGen(pp,,, sku; vu)
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Phase 3: Result Retrieval - Reconstruction =PrL

A

( \ (Verify,sid, -, )
7 RDec
(v£,sid, b) ‘szSNARK

Pcli
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Phase 3: Result Retrieval - Reconstruction =PrL

A

( \ (Verify,sid, -, )
7 RDec
(v£,sid, b) ‘rszNARK

(Combine, (sid, 1), é1, {di,1 }cii;cgrp)

(pt, (5, 1), &1, m1)
(Combine, (sid, 2), é, {dis)encgn) | < MGHE

(pt7 (Sid7 2)7 627 m2)
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On-the-Fly MPC

Phase 3: Result Retrieval - Reconstruction =PrL

( \ (Verify,sid,-, m)

(v£,sid, b)

Y

(Combine, (Sid, 1), é1, {di,l}cliiegrp)

Peii

(Pty (Sid7 1)’ ély ml)

(Combine, (sid, 2), é2, {d; 2} cii;cgrp)

(pt, (sid, 2), &, ma)

my = mz?
<N_]
lY

my (or my)
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Realization of On-the-Fly MPC =PrL

Iotr-mpc UC-realizes Forr-mpc in [FMGHE, FzkSNARK, FAut[-hybrid
model in presence of Gkrk and Gro.
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Realization of On-the-Fly MPC

=PrL

Iowr-mpc UC-realizes Forr-mpc in [FmeHE, FzkSNARK, FAut/-hybrid
model in presence of Gkrk and Gro.

— s

GKkrk g ! [
§ FaSNARK (V.| ;
"""""" N Peiiy
Fotr-MPC D Fucne (<o 5 P, P
____________ :
—_— Y
gomTT \ A
Gro X : Fauh & .
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On-the-Fly MPC

Conclusion

Semi-Malicious A
Non-adaptive Corruption
meHe
FMGHE
IND-CPAPP
A {IND, SIM}-CIRC
A SIM-PDEC
A Decryption Consistency(DC)

F2kSNARK

=PrL

Full malicious A
Non-adaptive Corruption

2Pass + SIM-SOUND!

or
1Pass + SIM-EXT

Iotwr-mpc
FotF-MpC
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Appendix: Completeness

— Valid arguments must be accepted.

N
Ovgy

try
b« vgyOro

(z,m)

=PrL

G ARG
SR
&) > OPrv
. Q:=QU{(z,m)}
A ﬁ’
Y
Pg.A Oro
—

try,.
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Appendix: Zero-Knowledge =PrL

— Arguments does not disclose information about witness.

Sim Co A . Prv
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Appendix: sSIM-EXT =PrL

— Stronger version for Knowledge Soundness.

— Non-malleability for UC-security.

w Ext
(z,7),tra
z >
(m, pg,) Sim
SIM-EXT
GrNARG A
(z,w)¢ R [€—try —>| 0
b=1 PEA RO
tr,Npgy =0 — 4
(z,m)
b
ny tr
./
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Appendix: Global Random Oracle Gro

=PrL

— Global random oracle with restricted programming and observability

[CDG*+18].

Y

(ProgR0, z,v)

(Query, z) >
Ppid/z _ (val,v)

ok/fail

Gro

| (Observe,sid)

(=]

(IsProg,z) N
Ppid /S < yes/no
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Appendix

Appendix: Functionality Fsnark [CF24]

Viy
(z,m) by
Vs
(Prove,sid,z,w) | ¢ 0 (Verify,sid, z, )
Povr ) FiksNARK
(pf,sidam) | ¢ P (v£,sid,b/L)
: j by = b,?
(z,m)| z| (z,m) be := (z,w) €2 R

Sim || Ext
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Appendix

Appendix: Fosnark + Gro

(Observe, )

(Query, -)

(observe,-)

(ProgR0, )
(Query, )

Vi
LY

ganyuan.cao@epfl.ch (EPFL)

(@m)| | b
(Prove, sid, 2, w) (Verify,sid, z, )
gRo 'var . FiksNARK | Pote
(p£,sid, z, ) (v£,sid, b/ L)
H 0= be?
L/
(@m)| 2| (z,m) = (z,w) €2 R
(ProgRo,-)
(Query, ) ( Sim
(IsProg,-)
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Appendix: Realization of F,ksnark =PrL

Theorem 3[CF24]

Inarg UC-realizes Fhsnark in presence of Gro if and only if NARG
satisfies completeness, sSSIM-EXT, and zero-knowledge.

Completeness ZK sSIM-EXT
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